Information Technology Policy

Definitions:

e Users — Councillors, employees, and third parties acting on behalf of the Council.

o Data — Any digitally stored information including, but not limited to, documents, copyrighted
material, personal data, and accounting records.

o IT Hardware/Software — Includes but is not limited to computers, laptops, iPads, tablets,
remote access connections, webmail, smartphones, telephones, Council website, and cloud-
based services.

e IT Service Provider — ALV IT

1. Purpose

The purpose of this policy is to ensure that all employees, councillors, and third parties using
Kimblesworth and Plawsworth Parish Council's information technology (IT) systems understand
their responsibilities in protecting Council data, maintaining security, and complying with UK
legislation and Council policies.

2. Scope

This policy applies to:
e |T device management and software compliance
e Data protection and access control
e Password policies and cybersecurity measures
¢ Risk management and incident reporting

This policy covers all IT systems, hardware, and software used by councillors, employees, and third
parties acting on behalf of the Council.

3. IT Provision and Asset Management

a) Ownership and Asset Register
All IT equipment, software, and services remain the property of Kimblesworth and
Plawsworth Parish Council and are recorded in the asset register and referenced
accordingly. ALVIT is responsible for the provision and setup of Council IT software.

b) Returning Council Equipment
Upon leaving office or employment, users must return all Council-issued equipment within
14 days to the Clerk or Chair (as appropriate). If equipment is lost or damaged, a charge
may be imposed for replacement or repair.

c) Use Restrictions
Council issued hardware must only be used for Council business and not for personal use.
Personal devices may be used to access Council systems, emails, and data on the
approval of the Council. The Council reserves the right to monitor usage.

d) IT Security Reviews
A review of the Council’s IT requirements and security will take place every four years after
Council elections, and on the amendment or introduction of any new relevant legislation.



4. Privacy and Data Protection

Users must:

Secure access: Never leave accounts logged in or unattended or unlocked.

Data security: Use encrypted storage and secure access methods.

Wi-Fi safety: Not use public Wi-Fi to access Council data without a VPN.

System integrity: Ensure that changes to IT software are only made by ALV IT, following
Council approval and with the instruction being provided by the Clerk or Chair.

Access control: Users must not access data or software without authorisation and following
due process.

Data sharing: Council data must never be transferred to personal devices, nor should users
give or transfer Council data to any external person or organisation without appropriate
authority.

Freedom of Information (FOI) compliance: All Council-related correspondence must be
made available to the Clerk or Chair upon request.

5. Remote Work and IT Security Guidelines

Users must not access Council emails or data over public Wi-Fi.

All Council-issued devices must have encryption enabled.

Devices should be stored safely and appropriately at all times.

Lost or stolen devices must be reported immediately to the Clerk or Chair.
Unauthorised apps must not be installed on Council-issued devices.

6. Passwords and System Access

Passwords for software will be issued and managed by ALV IT.
Users must not attempt to modify any system credentials.

ALV IT may remotely access or take possession of Council devices for security updates
and maintenance and technical support.

7. Risk Management and IT Security

The Council maintains insurance on all IT equipment.

Devices must not be left unattended in public places.

Council-issued devices must not be taken outside the UK without prior approval.

If criminal activity is suspected, the Clerk or Chair will report the incident to the Police.
Any loss of personal data thought to be a breach of data must be reported to the Clerk or
Chair and the Information Commissioner’s Office (ICO) if necessary.

8. Application of the Policy

Failure to adhere to this policy may result in:

Restricted IT access or removal of Council-issued devices.
Disciplinary action or sanctions in accordance with Council procedures.
Legal consequences if unauthorised access or data misuse occurs.



